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Abstract of the contribution: 
A SaMOG phase 2 user plane solution based on dynamic flow routing is described. This is an update/extension of S2-124559 (mainly completion/detailing of message flows and addition of some details of Software Defined Networks [SDN]).
1. Discussion

Rel. 12 SaMOG targets, among others, the support of multiple PDN connections and non-seamless WLAN offload. 

For the user plane several solutions based on L3 tunnelling between UE and the TWAG have been proposed, e.g.: 

· IPSec with NULL security (see S2-124315 [1]);

· GRE tunnelling (see S2-124345 [2]);
· PPP tunnelling (see S2-124506 [3]);

· LLC/SNAP encapsulation (see S2-124518);

Other proposed solutions are based on L2 mechanisms (VLAN marking or routing based on differentiated TWAG MAC addresses), see S2-124401 [4].

For the control plane, also several solutions have been proposed: 

1. authentication related signalling based on 3GPP specific EAP-AKA’ extensions for SaMOG capability indication; 

2. ICMP;

3. stateful DHCP;
There are some dependencies between control and  user plane design. For the IPSec tunnelling method the signalling is provided by the well known IKEv2 protocol, which is fairly complex. For the GRE tunnelling method some new (but hitherto not well described) signaling or extension of existing signalling (DHCP) is envisaged. For PPP as user plane the standard LCP/IPCP is foreseen, though with new options. For the L2 mechanisms (VLAN marking, multiple TWAG MAC addresses) it is mentioned that the necessary configuration needs to be created in such a way as to accommodate all APNs used by all UEs. However, it is hard to foresee how large/complex a TWAN deployment will become, in other words how many UEs and how many APNs will need to be supported by a TWAN.

In the following we describe how our solution works with a control plane solution based on (extended) EAP-AKA’ variant (solution 9) and additionally DHCP based signalling (solution 3), but we are confident that the solution can be adapted for other control plane variants accordingly.
2. Solution description 

We propose an option where the TWAN is capable of configuring flow/tunnnel routing policies dynamically when triggered by the 3GPP entities, by virtue of Software Defined Networking (SDN [5]; for a brief overview on a concrete implementation of SDN see the annex).

This is a user plane solution, but assumes some base capabilities in the control plane as described below, e.g. exchange of UE’s SaMOG capabilitiy, indication of type of attachment (initial or handover) and type of connection (PDN connection or a connection for NSWO traffic). Several solutions, e.g. solution 3 as described in subclause 8.2.3 and solution 9 as described in subclause 8.2.9 can support such functionality. 
The main principle of this solution is seen from figure 1 below. It consists in realizing a virtual point-to-point link between the UE and the TWAG by installing state for packet forwarding in nodes of the SDN-capable TWAN.   

The underlying technology of Software Defined Networking (SDN, see [5]) is emerging fast, and it offers distinct support for the functionally required in SaMOG phase 2. The details of flow configuration within the TWAN are out of scope here; but the assumption is that 3GPP-defined connection control protocol provides the necessary triggers towards the function realizing the flow configuration within TWAN, for the cases of: 
· initial attachment including a first PDN connection;

· creation of additional PDN connection;

· tear down of PDN connections;

· handover (of a single or of multiple PDN connections);

· establishment of connectivity for NSWO;

· disconnection (triggered by UE or TWAN or 3GPP network). 
TWAP and TWAN are shown here as separated for illustration, but may of course be collocated; it is assumed that they have the SDN switch capability and thus also interface with the SDN controller.
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Figure 1: Concept of flexible flow routing for SaMOG

Figure 2 depicts the message flow for an initial attach in trusted WLAN, for the scenario of an L2 attach trigger and GTP based S2a; it covers the variants of connection management based on EAP-AKA’ authentication as well as DHCP signalling. Figure 3 illustrates details of the procedure within the TWAN (note that the TWAN internal part is actually out of scope for 3GPP and is given here in order to show how it interfaces with the 3GPP defined domain).
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Figure 2: Initial attach in SDN-capable Trusted WLAN (based on TS 23.402, figure 16.2.1-1)

Steps:

1. The UE performs non-3GPP specific procedures to attach to the WLAN (L2 association).

2. The EAP dialogue with the 3GPP AAA server, via the TWAN, is performed. It is assumed that SaMOG related capabilities are exchanged and, as a result of the successful backend AAA dialogue, PDN connection related parameters (e.g. IP address/prefix) are delivered to the TWAN.

3. to 7. are performed as in TS 23.402, figure 16.2.1-1.

8. This block encompasses the establishment of flow configuration within TWAN by TWAN-internal procedures and is illustrated in figure 3a.

9. Based on the success of authentication so far, the authentication dialogue with the UE is completed.
10. A message for completion of signalling on layer 3 may be exchanged between UE and the TWAN (e.g. DHCP request issued by the UE). If EAP-AKA’ signalling did not include IP address/prefix information, this step is necessary (for a DHCP request).
11. If necessary due to step 10, an update of flow configuration within TWAN is performed.  The procedural details are similar to step 8 and shown in figure 3b.
12. Traffic can now be exchanged between UE and the PDN GW, over the air and within the TWAN in un-tunneled mode and between the TWAN (i.e. TWAG) and PDN GW in tunnelled mode.
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Figure 3a: Establishment of flow configuration in the SDN-capable TWAN

Figure 3a presents the internal signalling within the SDN-capable TWAN, after being triggered by a successful authentication, i.e. for SaMOG control plane based on EAP-AKA’ signalling. Most of this part is not in scope of 3GPP to define, but it is necessary to see that it can be realized with existing technology. The following steps are performed::

1. The authentication response is received by the TWAP from the 3GPP AAA Server/Proxy (as stated in 8.2.9, the TWAP can read the EAP-AKA’ message content).

2. Notification from TWAP to the SDN Controller, including the IP address/prefix assigned to the UE; note that this can be realized differently in SDN implementations (e.g. by a suitably constructed “Packet-in” message in OF [6]).

3. The SDN controller instructs switches in the TWAN domain and the TWAG about the flow configuration.

4. Switches in the TWAN domain and the TWAG update their flow tables accordingly; after that the forwarding of traffic is configured also on L3.

Figure 3b presents equivalent procedure for flow configuration in case of a SaMOG control plane based on DHCP. Note that simplification may gained by collocating DHCP server functionality e.g. with TWAG.
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Figure 3b: Update of flow configuration in the SDN-capable TWAN (for DHCP signalling)
Steps:
1. The UE issues a DHCP request (for details see the solution description in section 8.2.3).

2. The DHCP server function in the TWAN allocates an IP address/prefix and sends the response to the UE. 

3. Notification to the SDN Controller, including the IP address/prefix assigned to the UE; note that this can be realized differently in SDN implementations (e.g. by a suitably constructed “Packet-in” message in OF [6]). At least two alternatives exist:

a. either from DHSP server function in the TWAN; or

b. from a SDN-capable switch which intercepts the DHCP response message. 

Steps 4 and 5 are identical to steps 3 and 4 in figure 3a.

Figure 4 details the message flow when adding another PDN connection. 
[image: image1]Figure 4: adding a PDN connection

Steps:

0. The UE has established already a PDN connection with PDN GW 1.
1. An additional authentication based on (enhanced) EAP-AKA’ signalling is performed (assumes features as described for solution 9 in subclause).

2. Signalling for tunnel establishment between TWAN and the PDN GW 2 is performed, as described in steps 3 to 7 of figure 2.

3. The flow configuration within the SDN-capable TWAN is updated, as illustrated in figure 3 with the new IP address/prefix being added in tables. 

Steps 4/5 are performed as steps 9/10 in figure 2.

6. If necessary as a result from the preceding steps, the flow configuration in the TWAN is updated as described in step 11 of figure 2.

7. The UE has now two PDN connections.

For establishment of connectivity for NSWO (if authorized), the TWAN will assign an IP address/prefix of its own domain to the UE. Figure 5 shows a message flow, which results from fig. 2 or 4 by simplification (no involvement of the 3GPP NW for the user plane). 
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Figure 5: Establishment of connectivity for NSWO
Steps:

1. It is assumed that the UE has already an established authentication, but not yet indicated NSWO.

2. A re-authentication (based on solution 9) is done to authorize the UE freshly for NSWO.
3. The UE issues a DHCP request.

4. This step is equivalent to the procedure described by figure 3a, with the exception that the TWAN has to take into account the NSWO authorization. The DHCP server function in TWAN allocates a (local) IP address for use with NSWO traffic and updates the flow configuration accordingly.

5. The DHCP server function in TWAN sends back the response to the UE.  

6. The UE is now able to use the allocated IP address/prefix for NSWO traffic.

The message flow for a UE requested PDN connection teardown is given in figure 6.
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Figure 6: Release of PDN connection 

In step 2 the UE indicates in the re-authentication request that and which PDN connection it wants to release. Step 8 implements, by equivalent SDN capabilities, the “opposite” (i.e. removal instead of establishment of flow configuration) as in figure 3a.
The message flow for handover would look to a large part similar to figure 2, but is not reproduced here; assuming again the trigger with authentication, the EAP signalling would include also the handover indication. The AAA server is able to control IP address preservation.

In many cases (as long as there is no overlap in UE IP addressing) this solution as described can avoid L3 tunnels. We admit that still the special (and most likely, rare) case needs to be handled when multiplicity of the same IP address occurs (e.g. one or several UEs handled within the TWAN are allocated the same private IPv4 address from different PDNs). For this case we foresee that differentiation on L2 by VLAN tags be used (as proposed in other solutions 2), but here at a drastically reduced scale – namely only for those flows which otherwise would not be discernable at L3; say, only a handful of UEs would be allocated multiple times the same IP address from different PDNs. SDN can handle these anyway; the requirements on control plane signalling and node functionality (UE, TWAG) are not more than with other solutions based on VLAN marking. The VLAN tag needs to be added as additional identifier for PDN connections (only for those producing the overlap in IP addressing). The flows are not repeated here, as the impact seems not essential for the analysis.   
Impacts on 3GPP network elements

Note: we list here those impacts which are genuinely related to this proposal for the user plane; further impacts due to combining this solution with a control plane solution should be looked up in the corresponding other (control plane) solution descriptions.

Impacts on UE: When used on L3, use of different IP addresses on the same link must be possible (relevant for IPv4). When used on L2, the same functionality as in solution 2 i.e. VLAN tag handling has to be supported. 

Impacts on WLAN AP: no impacts.

Impacts on TWAG/TWAG: support of interaction with the SDN controller. When used on L2, the same functionality as in solution 2 (e.g. VLAN marks, separated MAC addresses) has to be supported.

Assumed functionality in TWAN

An SDN controller/server is present. Entities of the transport NW within TWAN (switches, routers) act as SDN clients; they are instructed with flow configuration by the SDN controller and may request flow configuration / report events to it, e.g. upon detection of certain PDUs (IP packets, ethernet frames).     

Conclusion

At first sight such a concept may seem to be a radical departure from current practices. However, taking into account that SaMOG is currently in the study phase to be followed by full specification of whatever solution will be chosen and again followed by a longer time period of roll out of deployments, it can be argued that now is the right time to consider such a solution. Besides, BBF has started efforts towards SDN-based broadband access (see [7]].
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 Annex: OpenFlow (OF) as an implementation of SDN 

Figure A.1 shows the main components of an OF switch and how it is connected to an OF controller. 


[image: image7]
The OF controller can instruct the OF switch regarding configuration of data flows (where data means datagrams on several layers of the OSI model, in brief called “packets” here). The OF switch holds flow tables and a group table, based on which packets can be looked up for a match and forwarded accordingly. The entries in the flow table include instructions and counters defining the detailed (and possibly complex) processing packets.
An OF switch may receive its instructions from the OF controller either in solicited (i.e. in response to a packet directed to the controller) or unsolicited mode.

The OpenFlow protocol offers messages of type “controller-to-switch” (initiated by the OF controller and used to directly manage or inspect the state of the OF switch), “asynchronous” (are initiated by the OF switch and used to update the controller of network events and changes to the switch state), and “symmetric” (initiated by either the switch or the controller and sent without solicitation).
The OF controller together with a set of OF switches constitute a distributed system of state for managing data flows in a whole domain, in highly flexible manner and avoiding encapsulation. 

Proposal 
It is proposed to include the following in TR 23.852:
* * * First Change * * *

8.2.x
Solution x

8.2.x.1
Functional Description

Editor's Notes: It should be described whether and how the solution fulfils the requirements in Subclause 8.1.
In this solution the TWAN is assumed to be capable of configuring flow/tunnnel routing policies dynamically when triggered by the 3GPP entities, by virtue of Software Defined Networking (SDN).
This is a solution for the user plane between UE and TWAG, but assumes some base capabilities in the control plane as described below, e.g. exchange of UE’s SaMOG capabilitiy, indication of type of attachment (initial or handover) and type of connection (PDN connection or a connection for NSWO traffic). Several solutions, e.g. solution 3 as described in subclause 8.2.3 and solution 9 as described in subclause 8.2.9 can support such functionality. Procedural descriptions in the next subsection illustrate how signalling, both in 3GPP domain and in the SDN-capable domain, achieve the described properties of the user plane.
The main principle of this solution is seen from figure 1 below. It consists in realizing a virtual point-to-point link between the UE and the TWAG by installing state for packet forwarding in nodes of the SDN-capable TWAN.   

The details of flow configuration within the TWAN are out of scope here; but the assumption is that 3GPP-defined connection control protocol provides the necessary triggers towards the function realizing the flow configuration within TWAN, for the cases of: 
· initial attachment including a first PDN connection;
· creation of additional PDN connection;
· tear down of PDN connections;
· handover (of a single or of multiple PDN connections);
· establishment of connectivity for NSWO;
· disconnection (triggered by UE or TWAN or 3GPP network). 
TWAP and TWAN are shown here as separated for illustration, but may of course be collocated; it is assumed that they have the SDN switch capability and thus also interface with the SDN controller.


[image: image8]
Figure 8.2.x.1-1: Concept of flexible flow routing for SaMOG

8.2.x.2
Procedures
Editor's Notes: The call flows are described in this subclause.
Figure 8.2.x.2-1 depicts the message flow for an initial attach in trusted WLAN, for the scenario of an L2 attach trigger and GTP based S2a; it covers the variants of connection management based on EAP-AKA’ authentication as well as DHCP signalling. Figure 8.2.x.2-2 illustrates details of the procedure within the TWAN (note that the TWAN internal part is actually out of scope for 3GPP and is given here in order to show how it interfaces with the 3GPP defined domain).
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Figure 8.2.x.2-12: Initial attach in SDN-capable Trusted WLAN (based on TS 23.402, figure 16.2.1-1)

Steps:

1. The UE performs non-3GPP specific procedures to attach to the WLAN (L2 association).
2. The EAP dialogue with the 3GPP AAA server, via the TWAN, is performed. It is assumed that SaMOG related capabilities are exchanged and, as a result of the successful backend AAA dialogue, PDN connection related parameters (e.g. IP address/prefix) are delivered to the TWAN.
3. to 7. are performed as in TS 23.402, figure 16.2.1-1.

8. This block encompasses the establishment of flow configuration within TWAN by TWAN-internal procedures and is illustrated in figure 3a.

9. Based on the success of authentication so far, the authentication dialogue with the UE is completed.
10. A message for completion of signalling on layer 3 may be exchanged between UE and the TWAN (e.g. DHCP request issued by the UE). If EAP-AKA’ signalling did not include IP address/prefix information, this step is necessary (for a DHCP request).
11. If necessary due to step 10, an update of flow configuration within TWAN is performed.  The procedural details are similar to step 8 and shown in figure 3b.

12. Traffic can now be exchanged between UE and the PDN GW, over the air and within the TWAN in un-tunneled mode and between the TWAN (i.e. TWAG) and PDN GW in tunnelled mode.
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Figure 8.2.x.2-2: Establishment of flow configuration in the SDN-capable TWAN
Figure 8.2.x.2-3 presents the internal signalling within the SDN-capable TWAN, after being triggered by a successful authentication, i.e. for SaMOG control plane based on EAP-AKA’ signalling. Most of this part is not in scope of 3GPP to define, but it is necessary to see that it can be realized with existing technology. The following steps are performed::

1. The authentication response is received by the TWAP from the 3GPP AAA Server/Proxy (as stated in 8.2.9, the TWAP can read the EAP-AKA’ message content).

2. Notification from TWAP to the SDN Controller, including the IP address/prefix assigned to the UE; note that this can be realized differently in SDN implementations (e.g. by a suitably constructed “Packet-in” message in OF [6]).

3. The SDN controller instructs switches in the TWAN domain and the TWAG about the flow configuration.

4. Switches in the TWAN domain and the TWAG update their flow tables accordingly; after that the forwarding of traffic is configured also on L3.

Figure 8.2.x.2-3 presents the equivalent procedure for flow configuration in case of a SaMOG control plane based on DHCP. Note that simplification may gained by collocating DHCP server functionality e.g. with TWAG.
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Figure 8.2.x.2-3: Update of flow configuration in the SDN-capable TWAN (for DHCP signalling)

Steps:
1. The UE issues a DHCP request (for details see the solution description in section 8.2.3).

2. The DHCP server function in the TWAN allocates an IP address/prefix and sends the response to the UE. 

3. Notification to the SDN Controller, including the IP address/prefix assigned to the UE; note that this can be realized differently in SDN implementations (e.g. by a suitably constructed “Packet-in” message in OF [6]). At least two alternatives exist:

a. either from DHSP server function in the TWAN; or

b. from a SDN-capable switch which intercepts the DHCP response message. 

Steps 4 and 5 are identical to steps 3 and 4 in figure 8.2.x.2-2.

Figure 8.2.x.2-4 details the message flow when adding another PDN connection. 
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Figure 8.2.x.2-4 adding a PDN connection

Steps:

1. The UE has established already a PDN connection with PDN GW 1.

2. An additional authentication based on (enhanced) EAP-AKA’ signalling is performed (assumes features as described for solution 9 in subclause).

3. Signalling for tunnel establishment between TWAN and the PDN GW 2 is performed, as described in steps 3 to 7 of figure 2.

4. The flow configuration within the SDN-capable TWAN is updated, as illustrated in figure 3 with the new IP address/prefix being added in tables. 

5. Steps 4/5 are performed as steps 9/10 in figure 8.2.x.2-1.

6. If necessary as a result from the preceding steps, the flow configuration in the TWAN is updated as described in step 11 of figure 2.

7. The UE has now two PDN connections.

For establishment of connectivity for NSWO (if authorized), the TWAN will assign an IP address/prefix of its own domain to the UE. Figure 8.2.x.2-5 shows a message flow, which results from fig.8.2.x.2-1 or fig. 8.2.x.2-4 by simplification (no involvement of the 3GPP NW for the user plane).

[image: image12.emf] 

 

Roaming  Scenarios  

UE  

AAA  Proxy   PD N   GW  

HSS/   AAA  

hPCRF  

SDN enabled  TWAN  

 

2.  (Re) Authentication & Authorization   ( NSWO )  

2. EAP  (Re) Authentication   ( NSWO )  

1.  Existing Authentication and PDN   connections  

vPCRF  

6 .  ( untunnelled )   traffic  

6 .  NSWO traffic  

4 . Update flow  configuration   (incl. local  IP address/prefix )   allocation)  

AP  

TWAN  

3. DHCP request  

5. DHCP response  


Figure 8.2.x.2-5: Establishment of connectivity for NSWO
Steps:

1. It is assumed that the UE has already an established authentication, but not yet indicated NSWO.

2. A re-authentication (based on solution 9) is done to authorize the UE freshly for NSWO.

3. The UE issues a DHCP request.

4. This step is equivalent to the procedure described by figure 3a, with the exception that the TWAN has to take into account the NSWO authorization. The DHCP server function in TWAN allocates a (local) IP address for use with NSWO traffic and updates the flow configuration accordingly.

5. The DHCP server function in TWAN sends back the response to the UE.  

6. The UE is now able to use the allocated IP address/prefix for NSWO traffic.

The message flow for a UE requested PDN connection teardown is given in figure 8.2.x.2-6.
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Figure 8.2.x.2-6: Release of PDN connection
In step 2 the UE indicates in the re-authentication request that and which PDN connection it wants to release. Step 8 implements, by equivalent SDN capabilities, the “opposite” (i.e. flow configuration removal instead of establishment) as in figure 8.2.x.2-2/3.

The message flow for handover would look to a large part similar to figure 8.2.x.2-1, but is not reproduced here; assuming again the trigger with authentication, the EAP signalling would include also the handover indication. The AAA server is able to control IP address preservation.
Packet forwarding for IP multicast is handled as follows: when a UE joins an IP multicast group via IGMP/ICMPv6(MLD) signalling, this triggers the update of flow configuration in relevant nodes of the SDN-capable TWAN (including TWAG), upon notification from SDN-capable switches to the SDN controller. Whenever a downlink IP packet destined to the multicast group is received at the TWAN, it will be forwarded according to the now added flow configuration. Another update of the flow configuration is triggered when the UE leaves the multicast group.
In many cases (as long as there is no overlap in UE IP addressing) this solution as described can avoid L3 tunnels. The special (and most likely, rare) case still needs to be handled when multiplicity of the same IP address occurs (e.g. one or several UEs handled within the TWAN are allocated the same private IPv4 address from different PDNs). For this case differentiation on L2 by VLAN tags be used (as proposed in solution 2), but here at a drastically reduced scale – namely only for those flows which otherwise would not be discernable at L3; i.e. in typical deployments only at maximum a handful of UEs would be allocated multiple times the same IP address from different PDNs. SDN can handle these anyway; the requirements on control plane signalling and node functionality (UE, TWAG) are not more than with other solutions based on VLAN marking. The VLAN tag needs to be added as additional identifier for PDN connections (only for those producing the overlap in IP addressing). The flows are not repeated here, as the impact seems not essential for the analysis and evaluation.
8.2.x.3
Impacts on existing nodes or functionality
Editor's Notes: Impacts to UE and network elements within TWAN as well as EPC to support backward compatibility and co-existence with Rel-11 in this subclause.
Impacts on UE: When used on L3, use of different IP addresses on the same link must be possible (relevant for IPv4). When used on L2, the same functionality as in solution 2 i.e. VLAN tag handling has to be supported. 

Impacts on WLAN AP: no impacts.

Impacts on TWAG/TWAG: support of interaction with the SDN controller. When used on L2, the same functionality as in solution 2 (e.g. VLAN tag handling, separated MAC addresses) has to be supported.
8.2.x.4
Evaluation
The evaluation of this user plane solution against relevant evaluation criteria is provided below: 

i) Impacts to existing network deployment

a) New requirements on WLAN APs compared to Rel-11
i. None.
b) Additional assumptions on AP-TWAG link
i. An SDN controller/server is present. Entities of the transport NW within TWAN (switches, routers) act as SDN clients; they are instructed with flow configuration by the SDN controller and may request flow configuration / report events to it, e.g. upon detection of certain PDUs (IP packets, ethernet frames).
ii) Impacts to UE
a) When used on L3, use of different IP addresses on the same link must be possible (relevant for IPv4). When used on L2, the same functionality as in solution 2, i.e. VLAN tag handling has to be supported.
iii) Impacts to 3GPP protocols/extensions (e.g. EAP AKA’)
a) N/A (it is a user plane solution; it would work together with other solutions for the control plane).
iv) Impacts to protocols defined by other SDOs (e.g. DHCP)
a) None.
v) Control plane

a) Latency/load of first/additional PDN connections setup and handover procedures
i. N/A (this is a user plane solution; it would work together with other solutions for the control plane). Note that within the TWAN some control plane activity would be triggered; however, this part is out of scope of 3GPP to assess.
b) Network element impacts (e.g. AAA signaling etc.)
i. N/A (this is a user plane solution; it would work together with other solutions for the control plane).
vi) Compliance to clause 8.1 SaMOG phase-2 system requirements
a) Co-existence with Rel-11 SaMOG
i. UE’s without SaMOG phase 2 capability would not indicate it to the network in the control plane, and as a consequence the triggering of SDN functionality would be skipped. 
b) Support for IP address preservation during handover
i. Yes (though evaluation criterion not strictly applicable): the handover with IP address preservation has mainly prerequisites in the control plane; based on the result of signalling, the SDN-capable TWAN is able to reconfigure the flows with a to be preserved IP address.)
c) Simultaneous support for S2a EPC-routed and NSWO; support of simultaneous multiple PDN connections
i. Yes. 

vii) Other functional limitations 

i. None.
* * * End of Changes * * *
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